Abstract. Fault injection is traditionally divided into simulation-based and physical techniques depending on whether faults are injected into hardware models, or into an actual physical system or prototype. Another classification is based on how fault injection mechanisms are implemented. Well known techniques are hardware-implemented fault injection (HIFI) and softwareimplemented fault injection (SWIFI). For safety analyses during model-based development, fault injection mechanisms can be added directly into models of hardware, models of software or models of systems. This approach is denoted by the authors as model-implemented fault injection. This paper presents the MODIFI (MODel-Implemented Fault Injection) tool. The tool is currently targeting behaviour models in Simulink. Fault models used by MODIFI are defined using XML according to a specific schema file and the fault injection algorithm uses the concept of minimal cut sets (MCS) generation. First, a user defined set of single faults are injected to see if the system is tolerant against single faults. Single faults leading to a failure, i.e. a safety requirement violation, are stored in a MCS list together with the corresponding counterexample. These faults are also removed from the fault space used for subsequent experiments. When all single faults have been injected, the effects of multiple faults are investigated, i.e. two or more faults are introduced at the same time. The complete list of MCS is finally used to automatically generate test cases for efficient fault injection on the target system.
Introduction
As fault injection (also known as fault insertion testing) has become widely used as an experimental dependability validation method, many different techniques for injecting faults have been developed. Fault injection accelerates the occurrences of faults in a system and the main purpose is to evaluate and debug error handling mechanisms. It is used at various abstraction levels and phases of the development process. Fault injection is e.g. mandatory in safety standard IEC 61508 and recommended or highly recommended in the automotive standard ISO DIS 26262, when the claimed diagnosis coverage is at least 90%.
Fault injection is traditionally used for emulating hardware faults, where different techniques normally are divided into simulation-based and physical techniques depending on whether faults are injected into hardware models (e.g. VHDL models), or into an actual physical system or prototype. To avoid focusing only on the target for fault injection, the classification presented in the survey, in Section 2, is instead based on how fault injection mechanisms are implemented.
Well known approaches are hardware-implemented fault injection (HIFI) and software-implemented fault injection (SWIFI) . For safety analyses during model-based development which are increasingly being used during system development, fault injection mechanisms can be added directly into models of hardware, models of software or models of systems. Thus, in the same manner as for HIFI and SWIFI, we define this approach as model-implemented fault injection (MIFI) .
Using MIFI is attractive since design deficiencies which are found early on in the development are less costly to correct. Different versions of a model can be compared with respect to a specific faultload and vulnerable parts of the models can be found. These vulnerable parts can be protected with new fault handling mechanisms which can be exercised and evaluated using additional MIFI experiments. Doing system design in Simulink [1] and to generate code directly from the system models is also becoming more and more widespread. Thus, fault handling mechanisms added to the model will be included in the generated software and compiled and downloaded into the target system. These are the main driving forces behind the development of the MODIFI tool.
The remainder of the paper is organized as follows. Section 2 briefly describes techniques and aspects of fault injection in general, whereas Section 3 is dedicated to the description of the MODIFI tool. Finally, the conclusions are given in Section 4.
Related Work
This Section presents fault injection properties, different approaches for implementing fault injection mechanisms and fault injection tools presented in the literature. The approaches for fault injection presented in this survey are for simplicity divided into only three groups based on how fault injection mechanisms are implemented.
Fault Injection Properties
The various fault injection techniques can be characterized according to different properties. One such property is reachability, expressing the ability of the fault injection technique to reach possible fault locations in the system. Another property is controllability, with respect to space and time, denoting the ability to control where and when the faults are injected among the reachable locations. Repeatability denotes the ability to accurately repeat a single fault injection experiment while reproducibility refers to the ability to statistically reproduce the results of several experiments for a given set-up. Intrusiveness relates to the level of undesired impact the fault injection technique may have on the behavior of the target system and can be divided into space and time properties. In order to achieve experiments corresponding to faults in the real world, it is important that the intrusion is low. Intrusiveness in time relates to the temporal overhead caused by the fault injection technique while intrusiveness in space relates to the hardware/software overhead. Other properties include flexibility,
